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DISTRIBUTED RISK ASSESSMENT SYSTEM 
(DRAS) RECEIVES A TRANSACTION 
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PROFILING ENGINE SAVE TRANSACTION IN 
DATABASE 
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GENERATE AND OUTPUT FEATURES FOR KEYS 
ASSOCIATED WITH TRANSACTION TO 
CLUSTERING ENGINE 
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CLUSTERING ENGINE CLUSTERS FEATURES 
INTO SECONDARY KEYS 
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REPLICATION ENGINE COMPARES KEYS AND 
SECONDARY KEYS OF CURRENT TRANSACTION 
TO KEYS AND SECONDARY KEYS OF PREVIOUS 
TRANSACTIONS 
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STORE KEY CHANGES TO CLUSTER DATABASE 



I 



REPLICATION ENGINE ENCRYPTS KEY 
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RECEIVE ENCRYPTED KEY CHANGES 
FROM CENTRAL SYSTEM 
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STORE ENCRYPTED KEY CHANGES 
LOCALLY TO LOCAL KEY DATABASE 
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KEY ENGINE RECEIVES A LOCAL, AT- 
SOURCE TRANSACTION FROM LOCAL 
ENGINE 
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ENCRYPT LOCAL TRANSACTION INTO 
KEYS 
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APPLY LOCAL TRANSACTION KEYS TO 
LOCAL KEY DATABASE TO PRODUCE 
ENHANCED KEYS 
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SEND NEW KEYS TO 
CENTRAL SYSTEM AS A 
TRANSACTION 




KEY ENGINE SENDS TRANSACTION WITH 
ENHANCED KEYS BACK TO LOCAL ENGINE 
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TRANSACTION ENGINE PROCESSES 
LOCAL TRANSACTION WITH ENHANCED 
KEYS AS APPROPRIATE BASED ON 
TRANSACTION RISK 
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MODIFY LOCAL KEY DATABASE BASED ON 
BUSINESS RULES 
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